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IN JANUARY 2017, Chinese scientists officially began experiments using the world’s first quantum-

enabled satellite, which will carry out a series of tests aimed at investigating space-based quantum 

communications over the course of the next two years. The satellite is the first of its kind and was 

officially launched in August 2016 from the Gobi Desert. The satellite—named Micius after the 

Chinese scientist and philosopher—was developed by Chinese and Austrian scientists within the 

Quantum Experiments at Space Scale (QUESS) project. The project has drawn attention from experts 

and media outlets across the globe, as quantum-enabled satellites could provide the infrastructure 

for future hack-proof communication networks. At a moment when cyberattacks are carried out with 

increasing ease, improving the security of communications is crucial for guaranteeing the protection 

of sensitive information for states, private entities and individuals. For states, securing 

communications also entails strategic geopolitical advantages. What are the possible implications of 

quantum-enabled satellite technology, in the context of current global security issues and China’s 

expanding engineering capabilities in space and elsewhere? 

Until now, most technology has been based on classical laws of physics (Newtonian and others). 

Modern communication technology uses radio waves, which transfer data encrypted with complex 

mathematical algorithms. The complexity of these algorithms ensures that third parties have a hard 
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time cracking them. However, with stronger computing power and the increasing sophistication of 

hacking technologies, such methods of communication are increasingly vulnerable to interference. 

This is where quantum physics comes in. According to quantum theory, subatomic particles can act 

as if they are in two places at once. This property can be manipulated by scientists, so that a particle 

can adopt either one of two states (for example spinning upwards or spinning downwards). If the 

particle is not observed, it will be in a state of “superposition.” That is, it will be a combination of 

both states. However, if the particle is observed, the act of observing it will invariably alter its state, 

thus collapsing the “superposition.” This phenomenon is known as the “observer effect.” Scientists 

are able to manipulate several particles into a state of “superposition,” in which they are fused and 

dependent on each other—known as “quantum entanglement.” 

Previous experiments with quantum encryption had some success, yet the medium was not 

appropriate. Quantum-entangled messages were sent through optical fibers; however, the problem 

was that the signal would end up being absorbed by the medium and therefore was not feasible to 

do over long distances. Sending a quantum-entangled message over long distances would require 

“quantum repeaters”: devices that capture and retransmit the quantum information. The alternative 

was pioneered by China, and it involves beaming entangled photons through the vacuum of space, 

where nothing can absorb them. 

The Chinese satellite functions by firing a laser through a crystal, creating a pair of photons (miniscule 

subatomic particles) in a state of “entanglement.” One half of each pair is then sent to two separate 

stations on Earth. The goal is to generate communication keys encrypted with groups of entangled 

photons, in which the information is encoded by a set of random numbers generated between two 

users. If a third party attempts to observe or interfere with one of the beams of entangled photons, 

quantum theory dictates that the encryption key will be altered and it will be rendered unreadable, 

due to the aforementioned “observer effect.” In this case, the user may change the message or 

cancel it. 

The QUESS program is divided into three phases. The first stage of the experiment, recently achieved 

by scientists, involved teleporting a photon from a ground station in China to the satellite, 

establishing a satellite-to-ground quantum network. The second and third stages are more 

ambitious, as they aim to achieve quantum entanglement between Beijing and Graz (near Vienna). In 

2017, it was reported that the QUESS had had its first success, when it beamed photons between the 

satellite and two ground stations and showed that the particles could remain in a linked quantum 

state at a distance of 1,200 km—dwarfing the previous distance record of 144 km, set on the Canary 

Islands. This experiment used laser beams mounted on a satellite. The beam was split and generated 

pairs of photons which stayed in an entangled state. The entangled photons were then funneled into 

two telescopes which projected them at two separate stations: one was in Delingha (in the Tibetan 

Plateau), and the other one 1,203 km away, at the Gaomeigu Observatory in Lijiang. 

After establishing reliable communications links using this technique—the most technically 

challenging element of the experiments—it would then be possible to create “super-secure” 

quantum-enabled communication networks, simply by adding satellites. 

Within the next five years, Chinese scientists hope to conduct a follow-up experiment, in which a 

quantum-communications satellite would be placed in a higher orbit of 20,000 km. 
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The implications for global security are plentiful. If quantum-encryption technology is eventually 

employed on a wide scale, hacking, wire-tapping or code cracking in both the communication and 

military domains would be rendered obsolete—as quantum-encrypted keys cannot theoretically be 

observed by third parties. This issue is of great significance, given the increasing influence of 

cyberattackers in domestic affairs. In the United States, attacks and cyberespionage from Russian 

cyberattackers—allegedly in collaboration with the Kremlin—effectively revealed private information 

(including many e-mails) of Democratic party officials, damaging their credibility during the 2016 

presidential election campaign. This tactic has also been tested during elections in Ukraine. Quantum 

technology could also be used to prevent large-scale breaches of public and private information, 

preventing events like the 2013 Yahoo data breach, which affected over one billion users. 

Quantum technological development could also fuel progress in the rapidly progressing field of 

quantum computing. According to analysts, the “quantum internet” could possess a “distributed 

computational power” greatly exceeding that of the classical Internet. If communications within such 

a system were secured with quantum encryption, it would simultaneously support a technological 

revolution and decrease global vulnerability to disruptive attacks on online infrastructures, all whilst 

users benefit from faster and more powerful Internet services. 

For militaries, the potential gains of quantum-enabled computing networks are clear. If the QUESS 

project is a success, China could gain an upper-hand in its space-based intelligence operations, 

including surveillance, reconnaissance, navigation, environmental monitoring, communications and 

attack assessment. Assuming the technology operates successfully under the laws of quantum 

theory, cyberattacks on satellites would become impossible, meaning that adversaries would not be 

able to interfere with military communications, for example by providing false coordinates or 

jamming signals. Strengthening these services would bolster China’s geopolitical power-projection 

and increase its presence as a leading player in space technology. The latter could present China with 

a means of deterring potential future attacks in space or on Earth. 

Quantum-enabled military communications could thus present China with an opportunity to reduce 

U.S. dominance in international affairs—in terms of military sophistication as well as global 

geopolitical and economic influence. Of course, there are several factors driving Chinese military and 

economic development, while the foreign policy of the Trump administration could also alter the 

United States’ role as the dominant global geopolitical power. Quantum technological development 

could also accelerate the shift towards a multipolar power-balance in international relations—which 

would be in China’s favor. 

Although the United States has several leading experts in quantum technologies from elite research 

institutions, U.S. public investment in the field has so far been limited compared to efforts in Asia and 

Europe. As a consequence, China is currently leading the way. The White House called for heavy 

investment and the development of a coherent plan for tapping into the potential of quantum 

information science in July 2016, suggesting that Washington is starting to recognize the potential of 

such technologies. 

By 2030, China aims to establish a network of quantum satellites supporting a quantum internet. 

However, there are some prominent obstacles to achieving this goal. As previously mentioned, the 

project is attempting to significantly increase the record distance for successful quantum 

entanglement between two stations on Earth. To achieve this leap, the lasers being used to beam the 
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entangled photons between stations will have to achieve a tremendously high level of precision to 

reach the selected targets, as atmospheric inference and movement on the ground can easily 

obscure their trajectory and hinder synchronization between stations. Scientists may also struggle to 

minimize attenuation over such a long distance. Even if quantum entanglement is achieved, the rate 

of data transmission for communications via quantum encryption would initially be rudimentary—

somewhat like telegraph communication. It may require some time before the technology could be 

applicable to Internet and communication services. In addition, the applicability of quantum 

technologies to database protection depends on whether quantum computing for Internet services, 

which are currently dominated by binary technologies, become widely used. 

Given these limitations, the arrival of super-secure communication networks may not immediately 

be on the horizon—a fact which grants other states the opportunity to catch up. By innovating, China 

is assuming a financial burden. Other states may well replicate the technology if it is successful. 

Here it is worth reflecting on how and why China has become a global leader in quantum 

technologies. In recent years, Beijing has poured vast sums of money into technological 

development, including into its extremely ambitious space program. The Chinese military considers 

“space dominance” a prerequisite for “information dominance.” Beijing seemingly wishes to assert 

dominance in air and space as a strategic advantage for achieving its military ambitions—such as its 

controversial expansion into the South China Sea. Achieving tangible technological feats, such as the 

Micius satellite, not only facilitates military advancements, but can also boost national pride and 

legitimize large financial investments in technology. China’s space program is indicative of the 

nation’s approach to technological development. Although the program dates back to the 1950s, 

China only launched its first satellite in 1970, after Russia and the United States had already placed 

several in orbit. Since then, China’s space program has progressed exponentially, thanks to heavy 

financial investments made possible by decades of rapid economic growth. Beijing now operates its 

own space navigation satellite—known as BeiDou—providing accurate geolocation information for 

Chinese weapon systems and communication coverage for its military. By 2020, China expects to 

achieve global network coverage using thirty-five satellites. The Chinese space program also aims to 

launch a permanent manned space station by 2022, having already sent two space laboratories into 

orbit. With the International Space Station (ISS) set to retire before 2028, China could become the 

only country with a space station, meaning that other states may look to China for facilities to carry 

out research. Beijing sees the development of space missions as a means of sparking innovation in 

the country’s fast-growing technology sector, including robotics, artificial intelligence (AI) and 

aviation. In 2013, China landed a 1.2-ton spacecraft “Chang’e-3” on the Moon, where it delivered a 

rover called Yutu with a land-penetrating radar that was able to measure the lunar subsurface with 

unprecedented resolution. It also launched a space lab in September 2016 with several scientific 

payloads. The thoroughness and dynamism of the space-science program also brought European 

partners to the table. Joint projects between the European Space Agency and the Chinese Academy 

of Sciences (which hosts the Chinese National Space Science Centre) are expected in the coming 

decades in areas of research such as space weather and black holes. 

China’s ascent to the status of technology and science superpower is unnerving to many. The reason 

is that it is uncertain and ambiguous how this status will translate into military power. For example, 

in the field of AI, China has not only made progress but some—including Google’s former chief 

executive, Eric Schmidt—believe it will finally surpass the United States. (Eric Schmidt moved on to 
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head Pentagon’s Innovation Advisory Board in 2016, an advisory body that aims to create more 

synergies between the Pentagon and Silicon Valley innovation.) Such forecasts are not pure 

speculations but rather based on inputs coming from China. In fact, Beijing published its AI strategy 

in July 2017, asserting its ambition to become the global leader in the field by 2030. China’s ventures 

into quantum satellite technology are certainly not isolated, but are part of its wider vision of 

becoming a powerhouse for innovation. 

This plan is also reflected in a series of institutional changes, some quite unorthodox for a country 

with blurred lines between state and private-owned businesses. 

In recent years, China has intensified its efforts—begun almost two decades ago—to reduce the 

barriers between the private sector and its industrial military base. The Chinese government has 

called it the “civil-military fusion.” This model of innovation had already been initiated in the United 

States as well, where innovation is no longer solely led by projects funded by the Defense Advanced 

Research Projects Agency (as had been the case with the Internet and GPS, funded by the Advanced 

Research Projects Agency), but is the effort of a wider constellation of actors. For example, the 

Department of Defense created an institutional bridge between the military, and Silicon Valley, 

Austin and Boston, which is called Defense Innovation Units Experimental, or diux. 

In 2015, the China State Council released a document on its major new strategic initiative called 

“Made in China 2025.” The goal of the initiative is to boost and upgrade China’s industry and make it 

innovation-driven—somewhat inspired from the German plan for “Industry 4.0.” Aerospace and 

aeronautical equipment is one of the ten industries listed as priorities. The Strategic Support Force, 

which is responsible for space, cyber and electronic warfare, also began signing agreements with 

research universities. 

If scientists can achieve quantum entanglement between Beijing and Graz, it will represent a 

resounding feat of engineering. Establishing a network of communication satellites using “super-

secure” quantum encryption could then greatly enhance China’s military power. Although China is 

currently leading the way, it does not have a monopoly on quantum technology. There are several 

other leading institutions in Europe, Asia and North America, which are also investigating quantum-

enabled communication technology. Canada’s Quantum Encryption and Science Satellite (QEYSSat) 

is, for example, in a planning stage and uses a somewhat simpler approach compared to Micius. The 

QEYSSat team reported a successful test of the technology in 2017 when they achieved “quantum 

key distribution from a ground transmitter to a receiver prototype mounted on an airplane in flight.” 

Optical links and quantum signals were transmitted up to 10 km in the air. 

China will, in all likelihood, not be able to maintain its current gains indefinitely, as it will require 

some time before an operational quantum-enabled satellite network can be established. Other 

countries with sophisticated technological industries will undoubtedly seek to replicate Chinese 

technology, if they believe that being left behind reduces their security or influence in space. Indeed, 

a darker, less welcome outcome of these developments would be the emergence of a new arms 

race, as forecast by Chinese lead researcher Jian-Wei Pan: “I think we have started a worldwide 

quantum space race.” 

Indeed, Beijing’s more assertive—and at times aggressive—ventures into space are closely 

monitored by the United States, which is concerned about the future of its leadership in space. U.S. 
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scientific and commercial leadership in space is still unchallenged for at least another two decades, 

but the United States has good reasons to regard China’s actions with a great deal of concern. 

A Space Subcommittee Hearing in 2016 titled “Are we losing the space race to China?” expressed 

these fears precisely. It emphasized the fast progress achieved by China in human spaceflight (the 

only third country after the United States and Russia to have launched a human into space), which is 

one of the country’s most advanced and technologically complex programs, involving over three-

thousand organizations. The same hearing mentioned a number of other impressive achievements 

and future ambitions in space, such as about China’s plan to send astronauts to the moon before 

2036—a plan that continues to be shrouded in secrecy. International prestige is a major driver for 

China’s pursuits in space, but these actions also have diplomatic and commercial implications. For 

example, Beijing’s marketing of commercial satellites and space launch services can reduce the 

market share of U.S. firms. Diplomatically, it has begun fostering partnerships with several other 

nations interested in space, such as Nigeria. In 2008, China led the creation of the Asia-Pacific Space 

Cooperation Organization (APSCO). Nevertheless, the conclusion of the chairman for the U.S.-China 

Commission at the 2016 hearing noted that despite this record, the United States should not expect 

that China’s “milestones” will realistically surpass those of the United States. 

Quantum computing is a notable milestone, not only for its scientific value, but especially for its 

military applicability. Since the Cold War, space has been a domain for scientific cooperation—even 

between rival states. Now, this kind of collaboration, it seems, is proving at times more difficult. It is 

important to note that Washington has rather strained relations with Beijing in space matters and 

the aforementioned 2016 hearing conveys a tone of concern regarding the advances of China in 

outer space. In the past, China did contribute to NASA missions. This changed in 2011, when a U.S. 

law forbade official collaboration between NASA and China, as well as excluding them from 

participation in the International Space Station. Official visits have also been limited since 2011, 

although a relative thawing was marked by the inauguration of the 2015 “US-China Civil Space 

Cooperation Dialogue.” Discussions were limited to a few areas, such as satellite collision avoidance. 

At the third meeting in 2017, the two countries discussed plans for human and robotic space 

exploration and “ways to improve bilateral cooperation on spaceflight safety issues.” 

It remains to be seen whether quantum technological developments will follow a pattern of 

cooperation or competition—or whether we will see a regression towards more secretive programs, 

aimed at gaining influence in space and on earth. 

The latter would be unfortunate, as securing global communications via quantum encryption would 

greatly reduce the vulnerability of our current communication infrastructure to hacking, espionage 

and interference. As always, the hope remains that the development of this technology follows a 

predictable path and will in no way be skewed by rogue actors with dishonest intent. 

Nayef Al-Rodhan is an honorary fellow at St. Antony’s College, University of Oxford, and senior fellow 

and head of the Geopolitics and Global Futures Programme at the Geneva Centre for Security Policy. 

He is the author of Meta-Geopolitics of Outer Space. An Analysis of Space Power, Security and 

Governance (Basingstoke: Palgrave Macmillan, 2012). 
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Image: Concept portrayal of China's Mars probe released on August 23, 2016 by lunar probe and 

space project center of Chinese State Administration of Science, Technology and Industry for National 

Defence. China Daily/via REUTERS 
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